There is a reason why you shouldn’t use the
same password on multiple sites. This is because
there are lists of cracked passwords for sale on
the Dark Web, and by using a technique called
credential stuffing, bad guys test these previously
breached passwords on multiple sites to see if
they will unlock another one of your accounts.

Remembering multiple, long passwords
may seem like a huge task but why not
consider a password manager?

What is a password manager?

A password manager will take a load off your
mind. It helps to create unique and secure
passwords for each of your sites while keeping
track of what has been used where.

Once you have saved each password to the
manager when you revisit the site it will
auto-populate the details. When it comes to
passwords for banking, work access and other
key passwords it is best to just remember these
and not save them to your manager.

How To Use a

Password Manager

A password manager will:

' Autofill your passwords

' Suggest new passwords

+  Manage passwords

All you have to remember is one master password
(so make it a good one).

To do this we suggest rather using a passphrase,
so you can use a line from your favourite song or
joke.

For example: Jack and Jill went up the hill to
fetch a pail of water. Jack fell down!

S [%(J&quchf@pow.de!) —

When it comes to password managers you can use an app on your phone or plugin on
your browser. Just check with your IT security team as they may have an organisationally
D approved app you need to use for work purposes.
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