Northeastern lllinois University

Internal Audit Department
FY 2024-2025
Detailed Audit Plan
2025
Audit Projects Audit Projects Hours
HR System — Workday Implementation ‘" Travel and Expense Administration'" 220
Grants — CCASW 150 Information Technology" 250
Information Technology — Security!" 250 Property Control¢* 250
Degree Works'" COB - Big Center 250
E-Procurement(" Education Building 250
Revenue/Receivables-Tuition Waivers!"?
Administrative & Compliance Activities Administrative & Compliance
and Reporting Activities and Reporting
FCIAA Certification Coordination FCIAA Certification Coordination 40
Annual Planning/Risk Assessment Annual Planning/Risk Assessment 40
Annual Report Annual Report 30
Follow-up 40 Follow-up 40
Unplanned Activities Unplanned Activities 80
Quality Assessment Review Quality Assessment Review 150
Total Hours for 2024 Total Hours for 2025 1,600

MAudit areas listed in the State Accounting Manual (SAM) as part of the State of Illinois’ internal control
framework. Per FCIAA, major accounting activities should be considered for audit every two years. This factor
has been considered as part of the risk ranking in the development of the annual planning risk assessment.
Departmental/Center audits are anticipated to cover the majority of 11 functional areas identified in the Control
Framework but will be further defined at the audit level risk assessment and the availability of audit resources.

@Tuition and Fee Waivers are required to be periodically reviewed based on IBHE Tuition and Fee Waiver
Guidelines.

Other Items for Audit Consideration:

Petty Cash & Local Funds Student Services

Auxiliary Services-Parking, Rec. Center, etc. Union Building Administration & Conferences
Budget Process Capital Projects/Construction

Financial Aid Compliance Areas (Title I1X, Cleary Act, PCI,

Record Retention. Ethics, &tc.)
Grading & Registrar Office

Please note the plan is subject to change based upon staffing and unforeseen issues that may develop.
Whenever possible, integrated audits will be performed to address technologies associated with the area under
review, Any significant changes to the plan will be communicated to the NEIU Management and the Board of
Trustees Audit Committee Chairperson.

Approvals:

Dr. Katrina E. Bell-Jordan Date Anna Meresidis Date

Northeastern lllinois University Interim President Board of Trustees, Audit Committee Chairperson
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Internal Audit Department
Voice: (773) 442-5210
C-temples@NEIU.edu

MEMORANDUM
DATE: September 29, 2023
TO: Dr. Katrina Bell-Jordan, Interim President
FROM: Christy Temples, Director of Internal Auditing
CC: Anna Meresidis, Board of Trustees, Audit Committee Chair

Manish Kumar, Vice President for Finance and Administration

SUBJECT:  Auditor Independence Statement

The purpose of this statement is to provide information regarding the independence of the Internal
Audit Department personnel of Northeastern Illinois University (NEIU). This information is necessary
to:

e Provide documentary evidence that the Internal Audit Department is monitoring the
independence of office personnel; and
e Properly determine that audit engagements are staffed with independent personnel.

I have read the rules of professional conduct promulgated by the Institute of Internal Auditors. |
understand that independence is to be maintained in spirit as well as in fact. | have determined to the
best of my knowledge and belief that | do not have a direct financial interest in any organization,
activity or affiliate of NEIU.

| have not accepted personal benefits from any University personnel, organization or affiliates which
would impair my credibility or my independence in the minds of a reasonable person familiar with the
facts.

| am an authorized fiscal agent and perform other administrative duties only for the Internal Audit
Department of NEIU. | do not serve as an officer and/or director of any organizations that transact
business with the University.



Audit Committee of the Board of Trustees of Northeastern lllinois University
January 18, 2024

INFORMATION ITEM: AUDIT FINDINGS PROGRESS REPORT

The University’s 2022 Single Audit and Compliance Examination was released by the lllinois Office of Auditor General May 25, 2023.

The following summary provides the status of the individual audit findings and indicates if the finding is a recurring finding from previous

years.

Here is the current status of the 2022 material findings:

¢ NEIU had 12 material audit findings
e 8 of 12 findings were repeated findings
e 7 of 12 findings have been reported as addressed
e 2 findings are in progress
o 3 will appear in the FY2023 reports
# Previous Finding Status CExpecte_d
ompletion
With the launch of Workday in April 2023,
an address change report (PZADDR) was
001 2020, 2021 Inadequate Internal Controls over Census Data built to provide easy access to the benefits Comp|ete
team. The report is generated every two
weeks.
UTS has instituted a standard business
process for decommissioning legacy
operations and a standard business
process for enabling hard disk encryption
002 | 2017,2021 | Weaknesses over Computer Security ?;1 laptops.  They've also established 1T 8/30/24
ange Management process and
procedures.
UTS continues to review user access to
applications and the network.
003 | 2019, 2021 | Lack of Adequate Controls over Review of Internal Controls over UTS is maintaining an updated list of IT
, Service Providers Service Providers, using the SOC review Complete
template to review SOC reports, and is
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January 18, 2024

INFORMATION ITEM: AUDIT FINDINGS PROGRESS REPORT

Previous

Finding

Status

Expected
Completion

monitoring IT  service providers for
performance, problems and compliance
with contract agreements.

004

Lack of Adequate Reviews over year end Reports and Reconciliations

The Controller's Office hired a Chief
Accountant in FY 2023 to help with
year--end reconciliation and report close
process. However, due to various
implementations, we are expecting this
finding to be repeated in FY 2023.

6/30/24

005

2020, 2021

Noncompliance with Grant Report Requirements

The Grants and Contracts Office will
continue to review for funding agency
websites to ensure reports are up to date
with changes in reporting requirements.
The published reports will be revised to
meet the requirements of the funding
agency. The Grants and Contracts Office
will continue to ensure reports will be
submitted and published as required by the
funding agency in a timely manner.

6/30/24

006

Insufficient Controls over Expenses Charged to TRIO Grant

Principal Investigator and the Grants and
Contracts Office instituted a review of
expenditures charged to the grant to ensure
expenses are allowable within federal
requirements and grant agreement.

Complete

007

Insufficient Controls over Payroll Charged to Research Grant

Relevant units are consulted to ensure
submission of accurate timesheets while
awaiting official communication from the
funder. Additionally, meetings are
established within seven (7) business days

Complete
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INFORMATION ITEM: AUDIT FINDINGS PROGRESS REPORT

Previous

Finding

Status

Expected
Completion

after the NIH PO/GMS initial review of the
carry-forward request.

008

2019, 2021

Weaknesses in Cybersecurity Programs and Practices

UTS established a project management
framework, a data governance process.
Additionally, UTS periodically reviews and
reports on cybersecurity risks via the risk
register.

Complete

009

2013, 2021

Lack of Disaster Contingency Plan

UTS established and tested a disaster
contingency plan.

Complete

010

2018, 2021

Inadequate Controls over University Property and Equipment

A new inventory database was
implemented to improve processes and
make assets more visible, using RFID
technology (tags and readers). Initial
training upon use of the new database is
complete. Additionally, policy was updated
to align with changes to the process.
Cleaning and updating of asset data
continues.

5/31/24

011

Noncompliance with the Fiscal Control and Internal Auditing Act

The University hired a Director of Internal
Audit in September 2023. However, due to
lack of internal audit coverage until
September 2023, this finding will repeat in
FY2023.

6/30/24

012

2018, 2021

Weakness Regarding Clearing of Data from Electronic Devices

UTS worked with Property Control to
establish a policy and procedure for
ensuring data is removed from removable
media before reuse or destruction.

Complete
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