Beyond Fear

Chapter-1 (All Security involves trade-offs)

 

Q1) Explain briefly the term “countermeasures” in security?

Ans. Countermeasures are the individual, discrete, and independent security components which together make up a security system. 

Examples: door-locks, guards, ID cards, etc.

Q2) Elaborate the phrase “All Security involves trade-offs”.

Ans. A trade-off is a situation that involves losing one aspect of something in return for gaining another aspect. Similarly if you want to have security for something, you have to give up something in order to get it.

Example: When we lock the door to our home, we are making a security trade-off: the inconvenience of carrying and using a key in exchange for some security against burglary (and worse).

Chapter-2 (Security Trade-offs Are Subjective)

Q1). How do author differentiate between the words “threat” and “risk”?

 ANS: 
Threat is a potential way an attacker can attack a system where as risk takes into consideration both the likelihood of the threat and the seriousness of a successful attack.
Q2). Security decisions are personal and highly subjective and will be different for different people.











(TRUE / FALSE)                      

ANS: 
TRUE

Chapter-3 (Security Trade-offs Depend on Power And Agenda)

Q1). What is Security Theater?

Ans. Security Theater is some countermeasures that provide the feeling of security instead of the reality.

Q2). Briefly explain the words “Player” and “Proxies” in this chapter?

Ans. Players are the different parties involved in any security situation, each with their own subjective perception of risks and trade-offs. 

        Proxies are players who act in the interest of other players.
Computer networks security and cyber ethics
Chapter 1 (The Changing Landscape of Cybercrime)
Q1.) Name at least three virus attacks experienced during late 90’s.

Ans. 1. Melissa.
2. Love Bug.

3. The Goodtimes.

Q2.) What are the two essential components of Computer Networks?

Ans.  1. Human-made components (hardware/software)

          2. Human-ware components (users)

Chapter 4 (Morality, Technology, and Values)

Q1.
Making good use of technology depends:


(a)Strengthening the Legal System

(b)A New Conceptual Moral Framework

(c) Moral and Ethics Education

(d) All the above

Ans.
d 

Q2.
Discuss briefly about Technological process mentioned by author.

Ans.
Technological processes have three components: 

· Inputs

· Engine 

· Outputs

Chapter 5(Cyberspace Infrastructure)

Q1) Discuss briefly OSI Reference Model.

ANS: 

To streamline network communication ISO (International Organization for Standardization) developed the OSI (Open Systems Interconnection) reference model.  It consists of seven layers: physical, data-link, network, transport, session, presentation, and application.
Q2) Define protocol? Give an example?

ANS: 

A protocol is a rule or language that two computers speak while enabling the connection, communication, and data transfer between two computing endpoints.

Example: TCP/IP (Transmission Control Protocol/Internet Protocol) is the most commonly used network layer protocol that provides a reliable flow of data between two computers.

Chapter-6 (Anatomy of the Problem)

Q1.
What is IP-Spoofing?

Ans.
Internet Protocol Spoofing (IP-spoofing) is a technique used to set up an attack on 

Computer network communicating elements by altering the IP address of the source element in the data packets by replacing them with bogus addresses. 

Q2.
Which of the following is Session Attacks?

(A) Packet sniffing

(B) Buffer overflow

(C) Session hijacking

(D) All of the above 

Ans.
D

