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In this chapter author says that there is no such thing in this world which is fully secured or, there’s no such thing as absolute security. As we have seen in chapter-1, security involves trade-off, more security isn’t always better. Extreme trade-offs are easy: Want to protect yourself from credit card fraud? Don’t own a credit card. All countermeasures, whether they’re to defend against credit card fraud, mugging, or terrorism, come down to a simple trade-off: What are we getting, and what are we giving up in order to get it? There is no single correct level of security; how much security you have depends on how much you are willing to give up in order getting it. It’s is the trade-off that’s important, not the absolute security. In many instances, people deliberately choose less security because trade-offs for more security are too large.

Security decisions are personal and highly subjective. They are based on personal judgments. Like different people have different senses of what constitutes a threat, or what level of risk is acceptable. In professional lingo, a threat is a potential way an attacker can attack a system where as risk takes into consideration both the likelihood of the threat and the seriousness of a successful attack. Threat determines risks and the risk determines the countermeasures. And the security must balance the risk. Technological security measures are popular in countries where people are expensive to hire and the risks are lower. People make value judgments in assessing risk, and there are legitimate differences in their judgments. Because of this fact, security is subjective and will be different for different people, as each one determines his own risk and evaluates the trade-offs for different countermeasures.

Every living creature, from bacteria on up, has to deal with risk. People often underestimate the risks of some things and overestimate the risk of others. There is no agreed-upon way in which to define threat or evaluate risks. The risks can be wildly unlikely, but they are important nonetheless because people act on their perceptions. Modern mass media, specifically movies and TV news, has degraded our sense of natural risk. We learn about risks, or we think we are learning, not by directly experiencing the world around us and by seeing what happens to others. Hence the modern technological and media-filled world makes the risks evaluations even harder.

MY QUESTIONS:

Q1). How do author differentiate between the words “threat” and “risk”?

 ANS: 
Threat is a potential way an attacker can attack a system where as risk takes into consideration both the likelihood of the threat and the seriousness of a successful attack.
Q2). Security decisions are personal and highly subjective and will be different for different people.













(TRUE / FALSE)                      

ANS: 
TRUE
