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Chapter 1 (The Changing Landscape of Cybercrime)

In the last two decades, we have witnessed the rapid growth of the Internet and the corresponding rapid growth of the online crimes. We have witnessed waves of the cybercrimes as they have evolved. During the period of 1980s, there was not as much information and data of the values stored on the online database as there is today, and there were no free hacking tools available as there is today. This period was as experimental period. If one wants to become hacker, the easiest way to do is to join one of the three hacking groups like the Legions of Doom, the Chaos Computer Club, NuPrometheus League, and the Atlanta formed during that period which was led by notorious individuals. 
At the end of the 1980s, computer had become smaller and was becoming very successful. Many business organizations started using computers. More computers started getting into the hands of the young people through their schools, libraries and homes. Curious young people got involved with the new tools in large numbers. As their number rose, so did cyber crimes. A profile of the cyber criminal soon emerged with the name Computer Whiz Kids. These whiz kids led the second generation of cyber crimes around 1990, and lasted through 2000. This period was characterized by serious, often devastating, and widespread virus attacks on global computer networks. The period experienced monstrous Virus attacks including “Melissa”, “The Goodtimes”, “Distributed Denial of Service”, “Love Bug”, and “Code Red” to name a few. The large usage of computers and large volume of free hacking tools available on the Internet contributed to the wild, wild cyberspace of the 1990s.

The third and current generation of cyber crimes began around the turn of the century.  CSI/FBI 2005 survey results indicate, virus attacks continue as the source of the greatest financial losses. Closely behind viruses is unauthorized access. Attacks so far in this period overwhelmingly target financial institutions like Bank of America (Feb’05), ChoicePoint Inc. (Feb’05), LexisNexis (Apr’05). The list of victims is long and growing. 

Against this background, efforts need to be and are being taken to protect online data and information. Computing networks consist of two essential components, the human-made component (hardware/software) and the human-ware component (users). The security of the network, therefore, is the security of these components. Security efforts must focus on the weak point this component.

In a computing network, the user plays a central security role. As long as the user, a part of the network, cannot be trusted, the whole network is insecure. Even if the user is not directly involved in the design of either software or hardware, many of the network protocols are an open source, so a determined user can easily find weak points and loopholes and utilize them to attack the networks. As findings and data from CSI/FBI’s 2005 data, education and mass awareness programs are starting to take effect and there are some positive signs. So, we need to concurrently educate the user as well as develop security tools and best practices as we look for the essential solutions to the ills of cyberspace.
MY QUESTIONS:
Q1.) Name at least three virus attacks experienced during late 90’s.

Ans. 1. Melissa.
2. Love Bug.

3. The Goodtimes.

Q2.) What are the two essential components of Computer Networks?

Ans.  1. Human-made components (hardware/software)

          2. Human-ware components (users)
