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Chapter 1 (All Security Involves Trade-offs)

This book is about security: how it works and how to think about it. It is about how to analyze and evaluate security measures. A better understanding of trade-offs leads to a better understanding of security, and consequently to more sensible security decision. And “trade-off” really is the right word. Every one of us, every day of our lives, makes security trade-offs. For example, when we lock the door to our home, we’re making a security trade-off: the inconvenience of carrying and using a key in exchange for some security against burglary (and worse). We constantly make security trade-offs, whether we want to or not, and whether we’re aware of them of not.
Security, when it is working, is often invisible not only to those being protected, but to those who plan, implement, and monitor security systems. The problem is that security’s effectiveness can be extremely hard to measure. Most of the time we hear about security only when it fails. As the 9/11 attack. It came into picture when the US security failed to stop it. In security, things are rarely as they seem. 
The attackers, defenders, strategies, and tactics are different from one security situation to another, but the fundamental principles and practices – as well as the basic and all-important ways to think about security- are identical from one security system to another.
The goal of this book is to demystify security, to help you move beyond fear, and give you the tools to start making sensible security trade-offs. Once you move beyond fear and start thinking sensibly about trade-offs, you will be able to recognize bad or overpriced security when you see it. You will be able to spot ineffectual security-and explain why it’s ineffectual. You become actively involved in these security decisions and won’t accept uncritically whatever is being offered to you.

Security is both a feeling and reality. We’re secure when we fell protected from harm, free from danger, and safe from attack. In this way, security is merely a state of mind. But there’s the reality of security as well, a reality that has nothing do with how we fell. Security is not an isolated good, but just one component of a complicated transaction. It cost money, but it can also cost in intangibles: time, convenience, flexibility, or privacy. No security is foolproof, but neither is all security equal.

Perfect security is impractical because the cost are simply too high. A common path to bad security is knee-jerk reactions to the news of the day. But remember, security catastrophes are extremely rare events. Making large changes in response to rare events often doesn’t make sense, because these infrequent occurrences seldom have anything to do with day-to-day life. 
All security is, in some way, about prevention. Security is about preventing adverse consequences from the international and unwarranted actions of others. Security requires the concept of an attacker who performs these international and unwarranted actions. Those international unwarranted actions are called attacks. The objects of attack are assets. Security also refers to the mechanisms used to provide the protection. In this book, the individual, discrete, and independent security components are called countermeasures. A security system consists of a series of countermeasures.
Technology is generally an enabler, allowing people to do things. Security is the opposite: It tries to prevent something from happening, or prevent people from doing something, in the face of someone actively trying to defeat it. That’s why technology doesn’t work in security the way it does elsewhere, and why an over reliance on technology often leads to bad security, or even to the opposite of security. The sad truth is that bad security can be worse than no security; that is, by trying and failing to make ourselves more secure, we make ourselves less secure.
Security is complex, but complex things can be broken down into smaller and simpler steps. Throughout this book, author use five step process to analyze and evaluate security systems, technologies, and practices.

Step 1: What assets are you trying to protect?

Step 2: What are the risks to these assets?

Step3: How well does the security solution mitigate those risks?

Step 4: What other risks does the security solution cause?

Step 5: What cost and trade-offs does the security solution impose?

These five steps may seem obvious when started in this abstract form, but applying them to real situations is hard work.

Finally author concludes that we should all make an effort to understand personal security better. We need to stop accepting uncritically what politicians and pundits are telling us. We need to move beyond fear and start making sensible security trade-offs.
My Questions from Chapter-1 (All Security involves trade-offs)

 

Q1) Explain briefly the term “countermeasures” in security?

Ans. Countermeasures are the individual, discrete, and independent security components which together make up a security system. 

Examples: door-locks, guards, ID cards, etc.

Q2) Elaborate the phrase “All Security involves trade-offs”.

Ans. A trade-off is a situation that involves losing one aspect of something in return for gaining another aspect. Similarly if you want to have security for something, you have to give up something in order to get it.

Example: When we lock the door to our home, we are making a security trade-off: the inconvenience of carrying and using a key in exchange for some security against burglary (and worse).

