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· When Computers are communicating, they follow etiquette patterns and protocols and we call these procedures a handshake. So a weakness of or an absence of security procedures, or technical, physical, or other controls which results from above infrastructures are called vulnerabilities. And it could be exploited by a threat.

· IP-spoofing refers to altering the IP addresses of the source element in the data packets by replacing them with bogus addresses. Because attackers can hide their identity with IP Spoofing, they can make several network attacks. A Smurfing attack also utilizes the broken trust relationship created by IP-spoofing.
· SYN Flooding is a type of attack in which an attacker sends the spoofed packets with the source address of the victim to multiple hosts, responses from other machine flood the victim. The basis of the SYN Flooding attack lies in the design of the three-way handshake that begins a TCP connection. 
· If there is a connection between two hosts by using TCP, the packets exchanged between the two parties carry sequence number for data and acknowledgement. An attacker might send several spoofed packets to a victim to determine the algorithm generating the sequence numbers and then use that knowledge to intercept and existing session. These types of attacks are known as Sequence Numbers Attack.
· In a Scanning and Probing Attacks, the intruder or intruders send large quantities of packets from a single location. The activity involves mostly a Trojan horse remote controlled program with a distributed scanning engine that is configured to scan carefully selected ports.

· A Low Bandwidth Attacks, the hacker sends a low volume, intermittent series of scanning or probing packets from various locations.

· Packet sniffing, buffer overflow, and session hijacking are the types of attacks which target sessions already in progress and breaks into such sessions. When an intruder guesses the response of the two communicating elements and become a fully trusted participant without ever seeing the response, then it is called blind hijacking. 
· Distributed denial of services (DDoS) attacks is generally classified as nuisance attacks in the sense that they simply interrupt the services of the system.

· The Ping of Death is one of several possible Internet Control Message Protocol (ICMP) attacks. The ICMP is an IP protocol used in the exchange of messages.
· There are weaknesses and loopholes in network software that include network operating systems (Windows NT and NT Registry Attacks), Web browsers, and network application. Such loopholes are often targets of aggressive hacker attacks like planting Trojan horse viruses, deliberately inserting backdoors, etc. 

· Authors discussed some factors that he considered as problems for network or computer security. They are: Limited Knowledge of Users and System Administrators, Society’s Dependence on Computers, Lack of Planning, Complacent Society, Inadequate Security Mechanisms and Solutions and Poor Reporting of Computer Crimes. He also covered the future of cyber attacks by looking at the evolving technology, the availability of computer access to the wrong people, education and crime prevention measures.
MY QUESTIONS:

Q1.
What is IP-Spoofing?

Ans.
Internet Protocol Spoofing (IP-spoofing) is a technique used to set up an attack on 

Computer network communicating elements by altering the IP address of the source element in the data packets by replacing them with bogus addresses. 

Q2.
Which of the following is Session Attacks?

(A) Packet sniffing

(B) Buffer overflow

(C) Session hijacking

(D) All of the above 

Ans.
D

